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1.

SUMMARY AND BACKGROUND

Summit Academy Management is currently soliciting proposals to design, develop, and
implement Aruba’s Clearpass product. The goal of this project is to deploy Clearpass using
best practices to secure, dynamically segment, and gain visibility into our wired and wireless
networks.

Summit Academy’s network consists mainly of Aruba 2930F switches but also utilizes some
Aruba 2530 switches. All of the switches are managed in Aruba Central cloud using template
groups.

Summit Academy’s wireless network mainly consists of Extreme access points, with plans
to migrate to Aruba AP515 access points within the year. The Summit Academy
administration building currently utilizes Aruba AP505 access points, which are managed in
Aruba Central using GUI groups.

Physical installation of the Aruba access points is outside of the scope of this project.
We currently utilize Microsoft NPS for authentication on our secure wireless network.

The purpose of this Request for Proposal (RFP) is to solicit proposals from various candidate
organizations, conduct a fair and extensive evaluation based on criteria listed herein, and
select the candidate who best represents the direction Summit Academy Management wishes
to go.

Summit Academy Management is a non-profit education management business that was
founded in 1999 and is focused on educating students of special needs and the
implementation of best practice processes and solutions for our member schools. Our client
base consists of 24 brick and mortar schools and 3 Children’s Residential Centers (CRC’s),
and 2 administration buildings which are all located in Ohio.

Summit Academy Management corporate office is in Akron Ohio and has 600 employees
and serves over 2200 students. They are a non-profit 501¢3 corporation.

Our services include:

e Facilities Management
¢ Human Capital Resource Management
e Curriculum and Technology Management

PROPOSAL GUIDELINES

This Request for Proposal represents the requirements for an open and competitive process.
Proposals will be accepted until Spm EDT May 7th, 2021. Any proposals received after this
date and time will be returned to the sender. All proposals must be signed by an official
agent or representative of the company submitting the proposal.



If the organization submitting a proposal must outsource or contract any work to meet the
requirements contained herein, this must be clearly stated in the proposal. Additionally, all
costs included in proposals must be all-inclusive to include any outsourced or contracted
work. Any proposals which call for outsourcing or contracting work must include a name
and description of the organizations being contracted.

All costs must be itemized to include an explanation of all fees and costs.

Contract terms and conditions will be negotiated upon selection of the winning bidder for this
RFP. All contractual terms and conditions will be subject to review by Summit Academy
Management and will include scope, budget, schedule, and other necessary items pertaining
to the project.

Calendar of Events for the RFP

a. Issue Date April 12, 2021.
b. All questions & clarifications submitted April 30", 2021,
c. Deadline for Submittal of Proposals May 7, 2021.
d. Proposal review May 10% - 14, 2021.
e. Proposal decision announced May 21, 2021.
Cost of Proposals

Expenses incurred in the preparation of proposals in response to this RFP are the sole
responsibility of the vendor.

Right of Rejection
Summit Academy Management reserves the right to accept or reject any or all proposals, or any
part of any proposal, without penalty. Summit Academy Management may award a contract to a
single contractor for all elements for the entire project or may award any of the elements
separately. In addition, Summit Academy Management reserves the right to fund (and proceed
with project or purchase), not to fund the project, or to partially fund the project. Any allowance
for oversight, omission, error, or mistake by the bidder made after receipt of the proposal will be
at the sole discretion of Summit Academy Management.

Insurance Requirements
Vendors proposing any installation services shall purchase and maintain insurance in the types
set forth below which may arise out of or result from the contractor's operations under the
contract, whether such operations performed by the contractor or subcontractor or by anyone
directly employed by either, for an amount of no less than $1,000,000:

- Commercial general liability
- Workers compensation insurance
- Personal injury liability coverage.



3. PROJECT PURPOSE AND DESCRIPTION

The purpose of this project is as follows:
Summit Academy Management is seeking the services from qualified vendors experienced in
deploying Aruba’s Clearpass product. The goal of implementing Clearpass is to enhance the
security of our wired and wireless networks as well as obtaining greater visibility and control of
those networks, and the devices that connect to them. This not only includes devices managed by
Summit Academy Management, but also guest, BYOD and IoT devices.

This RFP provides the requirements and evaluative criteria and requests detailed responses from
all prospective vendors, including pricing and service descriptions, in a specified format. Summit
Academy Management will conduct a review of the responses received from this RFP.

Project Description:
Summit Academy Management is seeking a provider to submit a proposal that outlines the steps
and project costs to provide a successful Clearpass implementation.
The provider will work with Summit Academy IT staff to design, plan, test, and implement
Clearpass in our environment.

Summit Academy’s key objectives are:

e Install two Clearpass servers for redundancy.

e Migrate functionality of Microsoft NPS to Clearpass.

e Make any necessary changes to Aruba Central to accommodate and ease the deployment
Clearpass.

e Identify networked devices on our network and define policies dictating what network
access each will have.

e Segment unidentified or unapproved devices from the network until they can be
classified.

e Automate the deployment of wireless networks as much as possible, utilizing
technologies such as Group Policy to do so.

¢ Dynamically segment “trusted” devices from “untrusted”, implementing the principal of
least privilege.

e Assess the health of an endpoint prior to allowing it to access our “secure” network.

e Build a more robust and secure guest network, including implementing a captive portal.

e Secure access to our switches using technologies such as TACACS and Active Directory.

e Train Summit Academy IT staff to be able to manage the product in-house.

4. PROJECT SCOPE

This simplified project scope described below is to serve as a guideline of what Summit
Academy Management believes is a successful approach to this project. Service providers
responding to this RFP are expected to propose a scope of work that meets or exceeds Summit
Academy’s objectives with a Clearpass implementation.



1. Review current network and make recommendations as to what changes will need to be
made prior to implementing Clearpass.

Migrate functions of Microsoft NPS to Clearpass.

Make changes to Aruba Central to accommodate the Clearpass deployment.

Deploy Clearpass in a lab scenario before deploying to production switches/APs.
Identify the devices that are connecting to the network and create profiles and access
policies. This includes guest or BYOD devices that do not use password authentication.
6. Test enforcement policies in lab environment.

7. Migrate configuration(s) to production switches.

8. Monitor and continue to make any profiles, policies, changes, etc.

9.
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Configure enforcement in the production environment.
0. Train Summit Academy IT staff how to continue to build out/maintain the system.

-The provider will be expected to identify at least 5 devices and write at least 5 policies serve as
a guideline that the Summit Academy IT staff can use to further identify network devices. The
provider will be required to give training and support for Summit Academy IT Staff as they work
towards identifying and writing polices for every device.

-At least 4 hours of on-site support will be required on the day that “enforced” policies are
enabled in production.

-Bids must include licenses that provide 5 years of Clearpass maintenance and support.

-Summit Academy IT staff will be responsible for changes that are outside of the scope of
Clearpass including the following:
e DNS configuration changes.
Firewall changes.
Endpoint configuration and updates.
DHCP changes.
GPO deployment.

A full list of Summit Academy IT staff responsibilities should be agreed upon and presented in
your RFP response.

Technical Contact
Please email any technical questions you may have regarding this RFP to:
Jared.Wesley@AummitAcademies.org

5. REQUEST FOR PROPOSAL AND PROJECT TIMELINE
Proposal Format

All proposals should be typewritten; have consecutively numbered pages; including any exhibits,
charts, or other attachments.



Proposals shall be organized into the following major sections:
1) Cover Letter
The letter shall identify core team, provide name of contact person, phone number and
fax number, summarize vendor’s history and other completed projects most relevant to
the RFP.

2) Executive Summary
The Executive Summary shall provide an overview of the project and indicate the
project’s complexity and the vendor’s ability to resolve inherent project problems. This
section should also include a brief narrative highlighting company’s background and
experience. Narrative should clearly demonstrate vendor ability to provide the products
and services required in this RFP.

3) Company Background and History
a. Describe experience of firm in general providing consulting/professional services.
b. Describe relevant services carried out in the last five (5) years which illustrate
firm’s experience as it relates to this RFP.
c. Include VMware Certified Partner certification.

4) Project Approach / Management
Please include the following information in the section:
a. Provide a brief description of how the vendor proposes to successfully manage
this project and meet the goals and objectives of this RFP.
b. Include a description of how the project team will be structured, its roles and
responsibilities, location within the company’s organizational framework.
c. Provide a detailed timeline and milestone schedule.

5) Services and Cost Proposal

a. Services Proposal - Define your scope of work and specific services being
offered in your proposal.

b. Cost Proposal — Clearly define all costs associated with the services defined in
your proposal. Provide detailed pricing for the proposed solution; include separate
costs for software components, support costs and professional services. The cost
proposal must set forth all costs associated with the proposed scope of work for
the RFP. The vendor must acknowledge that all costs, including travel required to
meet the RFP requirements are included. Any purchase contract signed will be a
fixed price contract and no other costs will be allowed for performance of vendor
proposed solution. A proposal for the price of purchase should be submitted with
a purchase contract if required.

6) Exceptions to the RFP
There are no exceptions to this RFP.

7) Required Attachments
Appendix A. Statement of Vendor’s Qualification



Appendix B. Contract Pricing Form for Clearpass Deployment

8) References

Include three references for customers of similar scope and size. References in the K-12
community are preferred. This reference list shall include the following information:

e Organization Name

e Customer Contact — name, title, and contact information

e Address

e Date of work performed

e Brief description of work performed

The applicant must sign proposals. An unsigned proposal may be rejected.

9) Request for Proposal Timeline:
All proposals in response to this RFP are due no later than Spm EDT May7®, 2021.

Evaluation of proposals will be conducted from May 10", 2021 until May 14", 2021. If
additional information or discussions are needed with any bidders during this one-week
window, the bidder(s) will be notified.

The selection decision for the winning bidder will be made no later than May 21%, 2021.

Upon notification, the contract negotiation with the winning bidder will begin immediately.
Contract negotiations will be completed by June 4™, 2021.

Notifications to bidders who were not selected will be completed by May 26, 2021.

10) Project Timeline:
Project initiation phase must be completed by June 11, 2021.

Project planning phase must be completed by June 18", 2021. Project planning phase will
determine the timeline/schedule for the remaining phases of the project. The project must be
completed by September 17, 2021.

. BUDGET

All proposals must include proposed costs to complete the tasks described in the submitted
project scope. Costs should be broken down in Appendix B by Software/Licensing, Project
Management, Professional Services, 5 Years of Annual Maintenance, and Training.

NOTE: All costs and fees must be clearly described in each proposal.

. BIDDER QUALIFICATIONS
Bidders should provide the following items as part of their proposal for consideration (A
Statement of Vendor Qualification form is supplied as Appendix A):



e Anticipated resources you will assign to this project (total number, role, title,

experience)
e A full testing plan.

e Timeframe for completion of the project.

e Project management methodology.

8. PROPOSAL EVALUATION CRITERIA
Evaluation Process

Selection of the successful proposal shall be generally based on the information provided by
the vendor in response to the RFP and any subsequent interviews that may be conducted.
Vendor interviews will be held solely at the option and discretion of Summit Academy

Management.

The process for selection shall occur in the following sequence.

Review and evaluate proposals.
Establish a "short list" of qualified firms.

Identify the best qualified firm.
Contract negotiations.
Award contract.

Evaluation Criteria

Interview "short-listed" firms (at the option and discretion of Summit Academy Management).

Summit Academy Management evaluates and weighs the follow criteria when evaluating
vendor’s responses. These standards are listed in descending order of importance.

Evaluation Criteria Weight

Cost effectiveness of service 40%

Comprehensive implementation designed to
minimize disruption of business activities, 30%

and to ensure business continuity
References, experience, and capabilities of o
20%
Vendor

Adherence to the instructions and criteria of 10%
0

this RFP.

e Each bidder must email their proposal to the following email addresses no later than May 7.

2021 at 5pm EDT:

o SummitAcademyClearpassRFP@SummitAcademies.org




Appendix A. Statement of Vendor’s Qualification

1. Legal Business Name:

2. DBA (Doing Business As) Name, if applicable:

3. Business Office Address:

City, State, Zip:

Telephone Number:

Fax Number:

URL:

4. Business Effective Date:

5. Organized Business Status:

Corporation Partnership

Individual/Sole proprietor Other

6. How many years have you been engaged in the business under your present name?

7. What other names(s) if any has your business/company operated under and taxpayer number used?

10



8. Please list the names of your personnel authorized to sign legal and binding Bid Documents.

9. Please attach to this statement at least five references, including: name, address, title, telephone number

and brief description of work performed, including dates of work.

Authorized Representative

Signature

Date

Name

Title

Email Address

Telephone Number

Fax Number
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Appendix B. Contract Pricing Form for Clearpass Deployment

Software/Licensing $

Project Management $

Professional Services $

Five Years of Annual Maintenance $

Training $

Total Price $

Authorized Representative

Signature Date
Name

Title

Email Address

Telephone Number Fax Number
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